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1 Setting up WANem

WANem is distributed in the form of a bootable CRBhaLinux Knoppix O/S. This CD comes with WANem
pre-installed. No there are no installation st&gken an i386 architecture based PC is booted WwtHPC
WANem is ready for use.

1.1 How to start WANem

The distribution is in the form of a bootable CDo Mstallation is required. Just insert the CD iatry i386
PC/Server and reboot using the CD. The PC will lupoin the Knoppix Linux OS. We will call this tM#ANem
PC. After the PC boots up, it automatically sténts|P address configuration screen

Following are the general steps to be followedraftédNem boots up

1
2

You get a Knoppix screen with a prompt in the botteft called “boot:” Just press “Enter”

After Knoppix boots up a question is prompted ifiygant to configure all the network interfacesha PC
using dhcp. If the PC is connected to a dhcp né¢wtben it is recommended to enter “y” and movematep
5.

Otherwise you will be automatically taken to a ratkvsetup screen.

Set up the IP address for the Ethernet interfaast(itkely eth0). Call thiSwanemip”. You have to select this
interface and set up the ip address, network magidafault gatewayThis screen is part of the reset
command available in the WANem PC console. Detailthis command can be found in section 1.3.1
WANem will prompt you to enter the password fornu§eerc”. It will also prompt you to re-enter the
password. Using this userid and password will ajow to remote login to the WANem PC with progrdikes
putty or ssh.

Setup the routes between the two endpoints (segt@dind server) such that their packets are roitethe
WANem PC when the two communicate with each otier.more details refer to section 1.4 “How to make
packets go via WAN emulator”.

From another Windows PC on the network open IntéEmrplorer and type the URttp://wanemip/WANem
[Ensure that your screen resolution is set to 20285 for best viewing.]

Now, WANem is ready for use.

1.2 Using WANem Graphical user interface

In the WANem start page you will see 2 boxes -

a) Enter Basic Mode
b) Enter Advanced Mode. In this box you will also sedrop down selection of network interfaces.

1.2.1 Basic Mode

If the basic mode is selected then only 1 set tfiork characteristics can be applied for each netwiderface.
Each such set is called a rule set. In the bas@eneach rule set will allow the user to specifyyahk following
network characteristics

Bandwidth
Latency

These characteristics are explained in more detathapter WANem user guide. lllustrated in Figdre is a
screenshot of the WANem GUI in basic mode with nesvork interface.
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TCS WANem GUI TCSWANemGUI homepage

Help
Interface: eth
Bandwidth Delay
Bandwidth(Kb/s) 0 Delay time(ms) 0
= Return to index page
Apply settings ] [ Reset settings I { Refresh settings

[ Display commands only. do not execute them

| Check current status |

Figure 4-1 - WANem GUI Basic Mode

1.2.2 Advanced Mode Operation

If you want to use the advanced mode select thecbnetwork interface in advanced mode and chek‘Start
button. Typically eth0 is the default Ethernet natwinterface you want to use. You can confirm thith your
system/network administrator. You get a screerhaws in Figure 4-2.
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Figure 4-2 - WANem GUI Advanced Mode

1) The above screen shows the form for one rule defiekls barring the ones in the last row représeamious
network characteristics. So a rule set identifissteof network characteristics or a Private WANL.if the
relevant network characteristics. These charatiesiare explained in more detail in chapter WANgs®ar
guide.

2) The last row (circled in the figure) in the fornaring with “IP source addr” determines the packetwhich the
rules apply. There are 3 possibilities here
a) You want the same rule set to apply to any padiatgasses via WANem. In this case you can lease th

row as it is.

b) You want the rule set to apply to all traffic beeme2 end hosts (regardless of whether they anetdre
server). Then fill in the specific IP addressether2 hosts. You can set the subnets to 32. Lémve t
“Application port” to “any”.

c) You want the rule set to apply to all traffic beeme2 end hosts which are client and server fovengi
application. Then fill in the specific IP addresséshe client in “IP source addr”. And the addrefshe
server in “IP destination addr”. You can set thermis to 32. Set the “Application port” to the serport.

3) To add one more rule set then click “Add a rulé aatl repeat from step 2..
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4) Click “Apply Settings” to start WANem.
5) Click “Refresh Settings” immediately to ensure tthet settings have taken effect.

Saving all your network characteristics for latense is a useful feature to have. This will be sufgg in the next
release of WANem.
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1.3 WANem Console commands

Following commands are available in the WANem Cdmso
- reset
wanemreset
status
assign
clear
restart
shutdown

The WANem PC can be either operated from the cen§il you can connect to the WANem PC with “putty’ssh
utilities. For remote login you can use the usgredc and the password set during the WANem bdapsé&ither
way all the listed commands will be available.

1.3.1 reset

The “reset” command allows the user to specifydBrasses and other details for each network irterfa
the WANem PC.

Figure 5 - Network setup screel

This screen allows the user to configure the ipreskifor each and every interface in the PC. Iratieve
figure there are two interfaces ethO and ethl.cieent selected interface is ethl and the IP ADB&ENd
other parameters relate to ethl. After the paramsiei® entered entering “y” saves the settingsratuins
control to the WANem prompt which looks likeVANemControl @ PERC>". If dhcp is to be used for
network address the please enter yes when the Dfd€stion is popped for the interface.

If in case you do not want to add or change anjngsthit “Enter” key till “SAVE(y/n)” is displayean the
screen. Enter ‘n’. Then enter ‘C’ for cancelling tthanges.
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1.3.2

1.3.3

134

135

1.3.6

1.3.7

If you want to add or change any settings fillhe alues and hit “Enter” key till “SAVE(y/n)" isighlayed

on the screen. Enter y. Then type ‘S’ for savirgg¢hanges.

One limitation in this program is that the previmagues will not be displayed. For knowing the poes

Pls note that if you change the IP address ovenmste login session then your session will be diseoted.
In such a case you will have to relogin to WANermgghe new ip address.

status

This command will list the network settings of #ié network interfaces. IP addresses and othéngetre
displayed. The status will also display the routiagle entries within the WANem PC. In case theee a
multiple network cards in the WANem PC, these estwiill be useful to see the distribution of endtho
across network interfaces. In the end the commeqgdests the user to enter an IP address to check
connectivity. It is an optional step and it canused to test network connectivity of the WANem Belf.

assign

The assign command is used to assign an end hastgecific network interface in the WANem PCsilt i
useful if there are multiple network cards in thé&Mém PC. No need to use this command if there lig on
one network interface. The syntax of this commarassign <end host ip> <interface>For e.g. if we
want to assign host 192.168.140.34 to interface rth “assign 192.168.140.34 ethO

wanemreset

This command can be used to reset all the WANetimgstpreviously set using the WANem GUI. This
can be done in case the user is facing troublesaowethe WANem GUI using Internet Explorer. More
details regarding why this happens can be foursgation 2.

clear
This command is used to clear the WANem consoleescr

restart
This command is used to restart the WANem PC

shutdown
This command is used to shutdown the WANem PC
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1.4 How to make packets go via WAN emulator

Physical Cable
_______ Normal packet flow
== == Emulated packet flow

WAN Emulator P(

__Private WAN !
L TR TR

Developer 2

Development Server

=

Figure 6 — Routing packets thru WANem

A WAN emulator emulates a wide area network betwagntwo hosts. In order for a wide area netwonkditions
to be emulated between hosts their communicatiooldHlow via the WAN emulator. In other words thackets
from one host to another and vice versa shouldbeed via WANem. This is illustrated in the figualkove in which
the two hosts are the Developer’'s PC and the Dpuadnt Server. Under normal situations the packetisden 2
hosts flow directly via the switch. In order tormluce emulation the routing tables in the hostsirte need to be
changed.

Please note that in order to use WANem it is naeasary that both the hosts are connected to the saitch.

They just need to be in the same local area netaoitk the same Ethernet broadcast domain. Oneavelyeck this
is ping one host from another. The ping responseldibe less than 10 ms. Another method to cheéskghusing
tracroute utility (tracert on Windows). The tracaet®from 1 host to another should ideally show dnhop.

1.4.1 Changing Routes
In the following examples we will setup the netwéndffic between two hosts to flow via WANem. Fallimg rules
will be used for illustrating routing change exaeml
1. IP address of host 1 is 192.168.140.12
2. IP address of host 2 is 192.168.140.14
3. IP address of WANem PC is 192.168.140.20
It is assumed that the user is logged in to thehinas using Administrator or root privileges.

Example 1: Both hostl and host 2 run the Windows O/S
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1. Run this command host 1 “route atiéR?.168.140.14nask 255.255.255.252.168.140.20
2. Run this command host 2 “route atie2.168.140.12nask 255.255.255.2502.168.140.20

Following table gives a listing of commands for vhi@g routes where the end hosts run different ¢coations
operating systems

Example Scenario § Host 1 Change route to WANem Host 2 Change route to WANem
operating | command on Host 1 operating | command on Host 2
system system
Two Windows Windows | route addl92.168.140.14nask | Windows | route addl92.168.140.12nask
hosts communicate 255.255.255.255 255.255.255.255
via WANem 192.168.140.20 192.168.140.20
Windows and Windows | route addl92.168.140.14nask | Linux route add —host92.168.140.12
Linux 255.255.255.255 netmask 0.0.0.0 gw
communication via 192.168.140.20 192.168.140.20
WANem
Linux and IBM Linux route add —host92.168.140.14| IBM AIX | route addl92.168.140.12
AlIX communicate netmask 0.0.0.0 gw 192.168.140.20
via WANem 192.168.140.20
IBM AlIX and IBM AIX | route add192.168.140.12 Solaris route add92.168.140.12
Solaris 192.168.140.20 192.168.140.20
communicate via
WANem

1.4.2 How do you know change of routing table is working?
For checking this we need to use the command waterin Windows O/S use the command tracert.
1. From host 1 run the command “tracerogig2>" - ip2 is the IP address of host 2. In the outmu should
be able to see the route passing thru “wanemig”|Bhaddress of the WANem PC.
2. From host 2 run the command “tracerogiigl> - ip1 is the IP address of host 1. In the outmut ghould
be able to see the route passing thru “wanemig’|Rhaddress of the WANem PC.

1.4.3 How to check if WANem works between the two hosts

We are assuming that by now you have sorted thngpaf packets via WAN emulator.
Using the WANem GUI enter a delay of 100 ms anckatin “Apply settings”.

If you are using multiple rule sets - then you \uéive to first add a new rule set and set the ®@dlr@address and
Destination IP address with Symmetrical networkigetes. For this testing purpose please leavesptahy” even
if your project needs to specify a real port. Yam clo that later once you confirm that WANem wdrkéwveen the
host 1 and host 2.

Run the following commands
1. From host 1 run the command “pir@2>" - In the output you should be able to see a pagponse equal
to or above 200 ms.
2. From host 2 run the command “tracerosiigl> - In the output you should be able to see a paisganse
equal to or above 200 ms.
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2 Frequently Asked Questions

1. What are the requirements for using WANem?

Ans: You will need minimum an i386 based PC with 1 CBW2 MB RAM and 1 Network interface card — 100
Mbps (preferably 1 Gbps)

2. How easy is it to install?

Ans: There is nothing to install. WANem is distributiedcthe form of a bootable CD. Just insert this iBou
CD ROM drive and restart the PC. While restartemgure that the PC is booted using the CD ROM.

3. What after restarting the PC with WANem?
Ans: Just 2 more steps before using it
a. Add an IP address to the Network interface. Thexslained in section 1.1 in more detail.
b. Make the packets between your communicating hasts probably between your client and
server) to pass through WANem. This is explaineskiction 1.4.
4. OK done — Now how do | start using WANem?

Ans: This is the simplest part. Use the WANem GUIslself explanatory. Check out section 1.2 for more
details.
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